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1 How to Use KooCLI

Huawei Cloud Koo Command Line Interface (KooCLI, previously "HCloud CLI") is
designed to manage Huawei Cloud service APIs released on API Explorer. You can
use this tool to call the APIs of DBSS in API Explorer to manage and use your
DBSS resources. For detailed information about KooCLI, see What is KooCLI?

Installing KooCLI
Before you begin, you will need to install KooCLI. KooCLI is compatible with
Windows, Linux, and macOS. Install the tool of the corresponding version based
on the OS used by your machine.

● Installing KooCLI in Windows
● Installing KooCLI in Linux
● Installing KooCLI in macOS
● Configuring and Using KooCLI in Docker

Initializing KooCLI Configuration
When KooCLI is used to call APIs, you need to obtain the caller's identity
information for authentication. If you initialize KooCLI, your permanent AK/SK is
stored in the configuration file, so you do not need to enter the credentials each
time you call an API.

Skip this step if you intend to pass authentication information directly in
commands instead of using the configuration file. For details, see Using KooCLI
in Non-configuration Mode.

The following uses Windows as an example to describe how to initialize KooCLI.
The steps on Linux and macOS are similar. Before the initialization, obtain the
AK/SK information. For details, see Access Keys.

1. Open the CLI.
2. Run the following command to initialize the configuration:

hcloud configure init

3. Enter the parameter values as prompted.
Access Key ID [required]:      // Mandatory. Enter the AK.
Secret Access Key [required]:      // Mandatory. Enter the SK. The system will anonymize the input.
Secret Access Key (again):      // Mandatory. Enter the SK again. The system will anonymize the input.
Region:      // Optional. Enter a region.
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The message "Initialization successful" is then displayed.

Generating and Executing CLI Commands
KooCLI supports two command generation methods:

● Use API Explorer to quickly generate and obtain the CLI command for calling
an API. This method is recommended as it is more convenient.

● Use CLI commands to query API operations and related parameters, and then
manually combine CLI commands to call APIs. For details, see Step 4: View
and Run Cloud Service Operation Commands.

The following uses the Querying the Audit Instance List API of DBSS as an
example to describe how to generate a CLI command in API Explorer and then run
the CLI command to call the API.

1. On the API Explorer page of DBSS, select the API for which you want to
generate a CLI command.

2. In the parameter configuration interface in the middle, enter the parameters
required to call the API.

3. In the pane on the right, click the CLI Example tab and view the generated
CLI command.
The following is an example of the CLI command for calling the API for
querying the audit instance list.
hcloud DBSS ListAuditInstancesLast --cli-region="ap-southeast-3"

4. Copy the generated CLI command and paste it into the CLI for execution.
The following is an example of the CLI command output for calling the API
for querying the audit instance list.
{
 "instances": [],
 "total": 0
}
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2 CLI Command Reference

Audit Instance
API Name Command Description Operation

Obtaining the
Resource List via
the SecMaster
Connector

hcloud DBSS
ListDomainAllRe-
source

This API is used to
obtain the resource
list via SecMaster
connector.

Go debug

Obtaining the
Total Number of
Resources via the
SecMaster
Connector

hcloud DBSS
ShowDomainAllRe
sourceCount

This API is used to
obtain the resources
via SecMaster
connector.

Go debug

Obtaining
Instance
Monitoring Data

hcloud DBSS
ShowInstanceMon
itorInfo

This API is used to
obtain instance
monitoring data.

Go debug

Configuring the
Time Zone of an
Audit Instance

hcloud DBSS
SetAuditInstance-
TimeZone

This API is used to
configure time zone
information of an
audit instance.

Go debug

Trigger the audit
instance upgrade.

hcloud DBSS
ConfirmUpgradeA
udit

Trigger the audit
instance upgrade.

Go debug

Querying
Whether a
Tenant's Instance
Can Be Upgraded

hcloud DBSS
ShowAuditUpgrad
eStatus

Query whether a
tenant's instance can
be upgraded.

Go debug

Query the audit
instance list.

hcloud DBSS
ListAuditInstance-
sLast

Query the audit
instance list.

Go debug
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API Name Command Description Operation

Deleting an Audit
Instance

hcloud DBSS
DeleteInstances-
New

This operation can be
performed only when
the pay-per-use
instance has no tasks
or the yearly/monthly
instance is faulty.

Go debug

Querying Account
Quota
Information

hcloud DBSS
ShowAuditQuota
New

Querying Account
Quota Information

Go debug

Querying ECS
Specifications

hcloud DBSS
ListEcsSpecifica-
tionNew

Query ECS
specifications.

Go debug

Querying
Information
About an Instance
Creation Task

hcloud DBSS
ListAuditInstance-
JobsNew

This API is used to
query information
about an instance
creation task.

Go debug

Querying User
Operation Logs

hcloud DBSS
ListAuditOperate-
LogsNew

Query user operation
logs.

Go debug

Creating an Audit
Instance in Yearly/
Monthly Billing
Mode

hcloud DBSS
CreateInstances-
PeriodOrderNew

Creating an Audit
Instance in Yearly/
Monthly Billing Mode

Go debug

Modifying a
Security Group

hcloud DBSS
UpdateAuditSecur
ityGroupNew

Modify the security
group of an instance.

Go debug

Starting an Audit
Instance

hcloud DBSS
StartAuditInstan-
ceNew

Start an audit
instance.

Go debug

Stopping an Audit
Instance

hcloud DBSS
StopAuditInstan-
ceNew

Stop an audit
instance.

Go debug

Restarting an
Audit Instance

hcloud DBSS
RebootAuditInsta
nceNew

Restart an audit
instance.

Go debug

Updating Audit
Instance
Information

hcloud DBSS
UpdateAuditInsta
nceNew

Update audit instance
information.

Go debug

Obtaining the log
retention time
configuration of
the audit instance

hcloud DBSS
ShowLogRetentio
nCommonSettings

Obtaining the log
retention time
configuration of the
audit instance

Go debug

Database Security Service
CLI Reference 2 CLI Command Reference

Issue 01 (2026-09-10) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 4

https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteInstancesNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowAuditQuotaNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListEcsSpecificationNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditInstanceJobsNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditOperateLogsNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateInstancesPeriodOrderNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditSecurityGroupNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StartAuditInstanceNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StopAuditInstanceNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RebootAuditInstanceNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditInstanceNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowLogRetentionCommonSettings


API Name Command Description Operation

Setting the audit
instance log
retention
configuration

hcloud DBSS
UpdateLogRetenti
onCommonSettin
gs

Setting the audit
instance log retention
configuration

Go debug

 

Risk Data Export
API Name Command Description Operation

Modifying the
Name and Path of
the Risk Export
Bucket (by
Domain ID)

hcloud DBSS
UpdateAuditRisk-
BucketPath

Modify the name and
path of the risk export
bucket (by domain
ID).

Go debug

Obtaining the
Risk Export
Configuration List

hcloud DBSS
ListAuditBackupRi
skTemplates

Obtain the risk export
configuration list.

Go debug

Obtaining the
Export
Configuration of a
Single Risk

hcloud DBSS
ShowAuditBackRis
kTemplate

Obtain the export
configuration of a
single risk.

Go debug

Obtaining the
Name and Path of
the Risk Export
Bucket

hcloud DBSS
ShowBackupRiskB
ucketPath

Obtain the name and
path of the risk export
bucket.

Go debug

Risk Export Switch
(by Domain ID)

hcloud DBSS
SetAuditBackupRi
skSwitch

Risk export switch (by
domain ID).

Go debug

 

Querying on the Management Side
API Name Command Description Operation

Obtaining the
Version
Information on
the Management
Side

hcloud DBSS
ShowServerVersio
n

Obtain the version
information on the
management side.

Go debug

Querying
Encryption or
Enhanced O&M
Quotas

hcloud DBSS
ShowInstanceQuo
ta

This API is used to
query the
encryption/O&M
enhancement quota.

Go debug
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API Name Command Description Operation

Querying AZ
Information

hcloud DBSS
ListAvailabilityZo-
neInfosNew

Querying AZ
Information

Go debug

 

Dashboard
API Name Command Description Operation

Updating the
Status of a Tenant
Audit Information
Summary Task

hcloud DBSS
UpdateAuditTask-
Status

Update the status of a
tenant audit
information summary
task.

Go debug

Obtaining the
Risk Summary of
All Instances of a
Tenant

hcloud DBSS
ShowAuditStatis-
tics

Obtain the risk
summary of all the
instances of a tenant.

Go debug

Obtaining the
Status of the
Tenant Audit
Information
Summary Task

hcloud DBSS
ShowAuditTaskSta
tus

Obtaining the Status
of the Tenant Audit
Information Summary
Task

Go debug

Querying Audit
Summary
Information

hcloud DBSS
ListAuditSummar-
yInfos

Querying Audit
Summary Information

Go debug

 

Data Reports
API Name Command Description Operation

Obtaining Details
About a Specified
SQL Statement

hcloud DBSS
ShowSqlDetail

Obtaining Details
About a Specified SQL
Statement

Go debug

Obtaining SQL
Distribution
Statistics in a
Specified Period

hcloud DBSS
CountSqlStatistics

This API is used to
query the SQL
distribution statistics
in a specified period.

Go debug

Obtaining
Statistics on
Query Sessions in
a Specified Period

hcloud DBSS
CountSessionSta-
tistics

This API is used to
query the session
statistics in a specified
period.

Go debug
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API Name Command Description Operation

Obtaining the
Distribution of
Risky Operations
in a Specified
Period

hcloud DBSS
CountOperationSt
atistics

This API is used to
query the risky
operations distribution
statistics in a specified
period.

Go debug

Obtaining SQL
Injection
Distribution
Statistics in a
Specified Period

hcloud DBSS
CountInjectionSta
tistics

This API is used to
query the SQL
injection distribution
statistics in a specified
period.

Go debug

Obtaining the
Distribution of
SQL Statements
in a Specified
Period

hcloud DBSS
CountSqlTrendSta
tistics

This API is used to
obtain the distribution
of SQL statements in
a specified period.

Go debug

Obtaining Risk
Distribution
Statistics in a
Specified Period

hcloud DBSS
CountRiskTrendSt
atistics

This API is used to
query the risk
distribution statistics
in a specified period.

Go debug

Querying
Database User
Session
Distribution

hcloud DBSS
CountDbAccountS
ession

This API is used to
query the user session
distribution of a
database.

Go debug

Querying Client
Session
Distribution

hcloud DBSS
CountDbClientSes
sion

This API is used to
query the client
session distribution.

Go debug

Querying
Historical Trend
Data

hcloud DBSS
ListAuditTrendHis-
tory

Querying Historical
Trend Data

Go debug

Querying Audit
SQL Statements

hcloud DBSS
ListAuditSqlsNew

Querying Audit SQL
Statements

Go debug

 

Audit Rules - Privacy Data Protection
API Name Command Description Operation

Obtaining Privacy
Data Result Set
Switch

hcloud DBSS
ShowSensitiveRe-
sultSwitch

Switch for obtaining
the privacy data result
set

Go debug

Enabling or
Disabling Result
Set Storage

hcloud DBSS
SetSensitiveResult
Switch

This API is used to
enable or disable
result set storage.

Go debug
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API Name Command Description Operation

Obtaining the
Privacy Data
Anonymization
Switch

hcloud DBSS
ShowSensitiveMas
kSwitch

This API is used to
obtain whether the
privacy data masking
function is enabled.

Go debug

Enabling or
Disabling the
Privacy Data
Masking Function

hcloud DBSS
SetSensitiveSwitch

This API is used to
enable or disable the
privacy data masking
function.

Go debug

Enabling or
Disabling a Single
Privacy Data
Masking Rule

hcloud DBSS
SetSensitiveMask
RuleSwitch

Enabling or Disabling
a Privacy Data
Masking Rule

Go debug

Deleting a Privacy
Data Masking
Rule

hcloud DBSS
DeleteSensitiveR-
ules

This API is used to
delete a privacy data
masking rule.

Go debug

Modifying and
Editing a Privacy
Data Masking
Rule

hcloud DBSS
UpdateSensitive-
MaskRule

This API is used to
modify a privacy data
masking rule.

Go debug

Querying a
Privacy Data
Masking Rule

hcloud DBSS
ListAuditSensitive-
MasksNew

This API is used to
query a privacy data
masking rule.

Go debug

Adding a Privacy
Data
Anonymization
Rule

hcloud DBSS
CreateSensitive-
MaskRule

This API is used to
add privacy data
masking rules.

Go debug

 

Audit Rules - Audit Scope
API Name Command Description Operation

Deleting a Policy
for an Audit
Scope

hcloud DBSS
DeleteAuditScope

Delete a policy for an
audit scope.

Go debug

Edit Audit Scope
Rule

hcloud DBSS
UpdateAuditScope
Rule

Edit Audit Scope Rule Go debug

Audit Scope Rule
Operations -
Deleting a Policy

hcloud DBSS
BatchDeleteAudit-
Scope

Audit Scope Rule
Operations - Deleting
a Policy

Go debug
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API Name Command Description Operation

Enabling/
Disabling a policy

hcloud DBSS
SetAuditScopeRu-
leSwitch

Enabling/Disabling a
policy

Go debug

Querying the
Policy List of an
Audit Scope

hcloud DBSS
ListAuditRuleSco-
pesNew

Query the policy list
of an audit scope.

Go debug

Adding a Policy
for an Audit
Scope

hcloud DBSS
CreateAuditScope
Rule

Add a policy for an
audit scope.

Go debug

 

Audit Rule - Risky Operation
API Name Command Description Operation

Audit Instance
Risk Rule Sorting

hcloud DBSS
SetRiskRuleRank

Audit Instance Risk
Rule Sorting

Go debug

Deleting a Risk
Rule

hcloud DBSS
DeleteAuditRuleR-
isk

Delete a risk policy. Go debug

Querying a Risk
Rule Policy

hcloud DBSS
ListAuditRuleRisks
New

Query a risk rule
policy.

Go debug

Adding a Risk
Rule

hcloud DBSS
CreateAuditRiskRu
le

Adding a Risk Rule Go debug

Querying a
Specified Risk
Rule Policy

hcloud DBSS
ShowAuditRuleRis
kNew

Querying a Specified
Risk Rule Policy

Go debug

Editing a Risky
Operation Policy

hcloud DBSS
SetRiskOperation-
Policy

Editing a Risky
Operation Policy

Go debug

Enabling or
Disabling a Risk
Rule

hcloud DBSS
SwitchRiskRuleNe
w

Enabling or Disabling
a Risk Rule

Go debug
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Audit Rule - SQL Injection
API Name Command Description Operation

Deleting a
Customized SQL
Rule

hcloud DBSS
DeleteAuditRuleS
ql

This API is used to
delete customized
SQL rules.

Go debug

Editing a
Customized SQL
Rule

hcloud DBSS
UpdateAuditSqlRu
le

This API is used to
edit customized SQL
rules.

Go debug

SQL rule priority hcloud DBSS
SetSqlRuleRank

SQL rule priority Go debug

Adding a
Customized SQL
Rule

hcloud DBSS
CreateAuditSqlRul
e

Add a customized SQL
rule.

Go debug

Enabling or
Disabling the SQL
Injection Policy

hcloud DBSS
SetAuditSqlRuleS-
witch

Enabling or Disabling
the SQL Injection
Policy

Go debug

Querying SQL
Injection Rule
Policies

hcloud DBSS
ListSqlInjectionRu-
lesNew

Querying SQL
Injection Rule Policies

Go debug

 

Auditing Agent
API Name Command Description Operation

Adding an Agent
by Specifying the
Agent ID

hcloud DBSS
CreateAuditDbAg
ent

Adding an Agent by
Specifying the Agent
ID

Go debug

Enabling/
Disabling the
Agent

hcloud DBSS
SwitchAgentNew

This API is used to
enable or disable the
agent audit function.
An enabled agent
collects user access
information.

Go debug

Downloading the
Audit Agent

hcloud DBSS
DownloadAuditAg
entNew

Downloading the
Audit Agent

Go debug

Deleting a
Database Agent

hcloud DBSS
DeleteAuditAgent
New

Deleting a Database
Agent

Go debug

Querying the
Database Agent
List

hcloud DBSS
ListAuditAgentNe
w

Querying the
Database Agent List

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditRuleSql
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditSqlRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetSqlRuleRank
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateAuditSqlRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAuditSqlRuleSwitch
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListSqlInjectionRulesNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateAuditDbAgent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SwitchAgentNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DownloadAuditAgentNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditAgentNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditAgentNew


API Name Command Description Operation

Adding an Audit
Database Agent

hcloud DBSS
AddAuditAgentNe
w

Adding an Audit
Database Agent

Go debug

 

Alarm information

API Name Command Description Operation

Batch Marking hcloud DBSS
BatchSetAuditAlar
mLogStatus

Batch Marking Go debug

Deleting the
Alarm History

hcloud DBSS
DeleteAuditAlarm
Log

Delete the alarm
history.

Go debug

Marking
Monitoring
Alarms

hcloud DBSS
SetAuditAlarmLog
Status

Mark monitoring
alarms.

Go debug

Obtaining
Instance Alarm
Configurations

hcloud DBSS
ListAlarmTopicCo
nfigInfoNew

Obtaining Instance
Alarm Configurations

Go debug

Setting Instance
Alarm Settings

hcloud DBSS
SetAlarmTopicConf
igInfoNew

Setting Instance
Alarm Settings

Go debug

Querying Audit
Alarm
Information

hcloud DBSS
ListAuditAlarmLog
New

Querying Audit Alarm
Information

Go debug

 

Enhanced O&M Management

API Name Command Description Operation

Obtaining
Database O&M
Cluster Instances

hcloud DBSS
ListInstances

Obtaining Database
O&M Cluster
Instances

Go debug

Changing the
Name of a
Database O&M
Instance

hcloud DBSS
UpdateDbOmInst
anceName

This API is used to
change the name of a
database O&M
instance.

Go debug

Unbinding an EIP
from a Database
O&M Instance

hcloud DBSS
UnbindDbOmEip

This API is used to
unbind an EIP from a
database O&M
instance.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddAuditAgentNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BatchSetAuditAlarmLogStatus
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditAlarmLog
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAuditAlarmLogStatus
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAlarmTopicConfigInfoNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAlarmTopicConfigInfoNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditAlarmLogNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateDbOmInstanceName
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UnbindDbOmEip


API Name Command Description Operation

Binding an EIP to
a Database O&M
Instance

hcloud DBSS
BindDbOmEip

This API is used to
bind an EIP to a
database O&M
instance.

Go debug

Changing the
Security Group of
a Database O&M
Instance

hcloud DBSS
ChangeDbOmSec
urityGroup

This API is used to
change the security
group of a database
O&M instance.

Go debug

Resetting the
Password of a
Database O&M
Instance

hcloud DBSS
ResetDbOmPassw
ord

This API Is used to
reset the password of
a database O&M
instance.

Go debug

Restarting a
Database O&M
Instance

hcloud DBSS
RebootDbOmInst
ance

This API is used to
restart a database
O&M instance.

Go debug

Stopping a
Database O&M
Instance

hcloud DBSS
StopDbOmInstanc
e

This API is used to
stop a database O&M
instance.

Go debug

Starting a
Database O&M
Instance

hcloud DBSS
StartDbOmInstan
ce

This API is used to
start a database O&M
instance.

Go debug

Deleting a
Database O&M
Instance

hcloud DBSS
DeleteDbOmInsta
nce

This API is used to
delete a database
O&M instance.

Go debug

Buying a Yearly/
Monthly Database
O&M Instance

hcloud DBSS
CreateDbOmInsta
ncePeriod

Buying a Yearly/
Monthly Database
O&M Instance

Go debug

 

Encryption Enhancement Management
API Name Command Description Operation

Listing Database
Encryption
Instances

hcloud DBSS
ListDbEncryptIn-
stances

Listing Database
Encryption Instances

Go debug

Changing the
Name of a
Database
Encryption
Instance

hcloud DBSS
UpdateDbEncryptI
nstanceName

This API is used to
change the name of a
database encryption
instance.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BindDbOmEip
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ChangeDbOmSecurityGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ResetDbOmPassword
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RebootDbOmInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StopDbOmInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StartDbOmInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteDbOmInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateDbOmInstancePeriod
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListDbEncryptInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateDbEncryptInstanceName


API Name Command Description Operation

Unbinding an EIP
from an
Encrypted
Database Instance

hcloud DBSS
UnbindDbEncrypt
Eip

Unbind an EIP from a
database encryption
instance.

Go debug

Binding the EIP of
the Database
Encryption
Instance

hcloud DBSS
BindDbEncryptEip

Bind the EIP of the
database encryption
instance.

Go debug

Changing the
Security Group of
an Encrypted
Instance

hcloud DBSS
ChangeDbEncrypt
SecurityGroup

This API is used to
change the security
group of a database
encryption instance.

Go debug

Resetting the
Password of an
Encrypted
Database Instance

hcloud DBSS
ResetDbEncryptPa
ssword

This API Is used to
reset the password of
a database encryption
instance.

Go debug

Restarting an
Encrypted
Database Instance

hcloud DBSS
RebootDbEncryptI
nstance

This API is used to
restart an encrypted
database instance.

Go debug

Stopping a
Database
Encryption
Instance

hcloud DBSS
StopDbEncryptIn-
stance

This API is used to
stop an encrypted
database instance.

Go debug

Starting the
Database
Encryption
Instance

hcloud DBSS
StartDbEncryptIn-
stance

This API is used to
start an encrypted
database instance.

Go debug

Deleting an
Encrypted
Database Instance

hcloud DBSS
DeleteDbEncryptI
nstance

This API is used to
delete an encrypted
database instance.

Go debug

Purchasing an
Encrypted
Database Instance
in Yearly/Monthly
Mode

hcloud DBSS
CreateDbEncryptI
nstancePeriod

Purchasing an
Encrypted Database
Instance in Yearly/
Monthly Mode

Go debug

 

Backup Management
API Name Command Description Operation

Obtaining All
Backup
Information

hcloud DBSS
ListAuditBackupIn
fo

Obtaining All Backup
Information

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UnbindDbEncryptEip
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BindDbEncryptEip
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ChangeDbEncryptSecurityGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ResetDbEncryptPassword
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RebootDbEncryptInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StopDbEncryptInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StartDbEncryptInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteDbEncryptInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateDbEncryptInstancePeriod
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditBackupInfo


API Name Command Description Operation

Enabling/
Disabling Backup

hcloud DBSS
SetAuditBackupS-
witch

Enable/Disable
backup.

Go debug

Obtaining the
Backup Status

hcloud DBSS
ShowAuditBackup
Status

Obtain the backup
status.

Go debug

Retrying a Backup
Task

hcloud DBSS
RetryAuditBackup
Task

Retry a backup task. Go debug

Restoring Backup
Information

hcloud DBSS
RestoreAuditBack-
up

Restore backup
information.

Go debug

Select an OBS
bucket for backup
or risk export.

hcloud DBSS
ListAuditObsBuck-
ets

Select an OBS bucket
for backup or risk
export.

Go debug

Deleting a
Specified Backup
Task

hcloud DBSS
DeleteAuditBack-
upTask

Delete a specified
backup task.

Go debug

Obtaining Backup
Configuration

hcloud DBSS
SetAuditAutoBack
upTemplate

Set backup
configuration
information.

Go debug

 

Report Management
API Name Command Description Operation

Obtaining a
Report Template

hcloud DBSS
ListAuditReport-
Templates

Obtaining a Report
Template

Go debug

Deleting a Report hcloud DBSS
DeleteAuditReport

Delete a report. Go debug

Downloading a
Report

hcloud DBSS
DownloadAuditRe
port

Download a report. Go debug

Modifying the
Scheduled Task
Configuration of a
Report (Topic
Mode)

hcloud DBSS
UpdateAuditTopi-
cReportScheduler-
Config

Modify the scheduled
task configuration of
a report (topic mode).

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAuditBackupSwitch
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowAuditBackupStatus
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RetryAuditBackupTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RestoreAuditBackup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditObsBuckets
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditBackupTask
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAuditAutoBackupTemplate
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditReportTemplates
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DownloadAuditReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditTopicReportSchedulerConfig


API Name Command Description Operation

Obtaining the
Scheduled Task
Configuration
Information of a
Report (Topic
Mode)

hcloud DBSS
ShowAuditTopicRe
portSchedulerConf
ig

Obtaining the
Scheduled Task
Configuration
Information of a
Report (Topic Mode)

Go debug

Querying a Report hcloud DBSS
ListAuditReports

Query reports Go debug

Generating a
Report
Immediately

hcloud DBSS
CreateReport

Generate a report
immediately.

Go debug

 

SQL Whitelist
API Name Command Description Operation

Modifying a
Whitelist

hcloud DBSS
UpdateAuditWhit
elist

Modify a whitelist. Go debug

Deleting
Whitelists in
Batches

hcloud DBSS
DeleteAuditWhitel
ist

Bath Delete Tenants Go debug

Querying
Whitelists

hcloud DBSS
ListWhitelists

Querying whitelists Go debug

Adding Whitelist
Records in
Batches

hcloud DBSS
BatchAddAuditWh
itelist

Adding Whitelist
Records in Batches

Go debug

 

TMS Tag
API Name Command Description Operation

Obtaining
Instance Tags

hcloud DBSS
ListAuditTags

Obtaining Instance
Tags

Go debug

Querying resource
tags in a specified
project.

hcloud DBSS
ListProjectResour-
ceTags

Querying resource
tags in a specified
project.

Go debug

Querying the
Resource Instance
List by Tag

hcloud DBSS
ListResourceInstan
ceByTag

Querying the
Resource Instance List
by Tag

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowAuditTopicReportSchedulerConfig
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditReports
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateReport
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditWhitelist
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditWhitelist
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListWhitelists
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BatchAddAuditWhitelist
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditTags
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListProjectResourceTags
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListResourceInstanceByTag


API Name Command Description Operation

Querying the
Number of
Resource
Instances by Tag

hcloud DBSS
CountResourceIn-
stanceByTag

Querying the Number
of Resource Instances
by Tag

Go debug

Batch Tagging
Resources

hcloud DBSS
BatchAddResource
Tag

Batch Tagging
Resources

Go debug

Batch Deleting
Resource Tags

hcloud DBSS
BatchDeleteResou
rceTag

Batch Deleting
Resource Tags

Go debug

 

APIs to Be Taken Offline
API Name Command Description Operation

Obtaining
Instance Alarm
Configurations
(To Be Brought
Offline)

hcloud DBSS
ListAlarmTopicCo
nfigInfo

This API is used to
obtain instance alarm
configurations.

Go debug

Setting Instance
Alarm
Configurations
(To Be Brought
Offline)

hcloud DBSS
SetAlarmTopicConf
igInfo

This API is used to set
instance alarm
configurations.

Go debug

Enabling/
Disabling Risk
Rules (To Be
Taken Offline)

hcloud DBSS
SwitchRiskRule

Enabling or Disabling
a Risk Rule

Go debug

Querying the
Audit Instance List
(To Be Brought
Offline)

hcloud DBSS
ListAuditInstances

This API is used to
query the list of audit
instances.

Go debug

Deleting an Audit
Instance (To Be
Brought Offline)

hcloud DBSS
DeleteInstances

This operation can be
performed only when
the pay-per-use
instance has no tasks
or the yearly/monthly
instance is faulty.

Go debug

Querying the
Audit Instance
List(To Be Brought
Offline)

hcloud DBSS
ListAuditInstan-
cesNew

Query the audit
instance list.

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CountResourceInstanceByTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BatchAddResourceTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=BatchDeleteResourceTag
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAlarmTopicConfigInfo
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SetAlarmTopicConfigInfo
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SwitchRiskRule
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteInstances
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditInstancesNew


API Name Command Description Operation

Querying Account
Quota
Information (To
Be Brought
Offline)

hcloud DBSS
ShowAuditQuota

This API is used to
query quota
information about an
account.

Go debug

Querying ECS
Specifications (To
Be Brought
Offline)

hcloud DBSS
ListEcsSpecifica-
tion

This API is used to
query ECS
specifications.

Go debug

Querying AZ
Information (To
Be Brought
Offline)

hcloud DBSS
ListAvailabilityZo-
neInfos

Querying AZ
Information

Go debug

Querying
Information
About an Instance
Creation Task (To
Be Brought
Offline)

hcloud DBSS
ListAuditInstance-
Jobs

This API is used to
query information
about an instance
creation task.

Go debug

Querying the
Database List (To
Be Brought
Offline)

hcloud DBSS
ListAuditDataba-
ses

Querying databases Go debug

Querying User
Operation Logs
(To Be Brought
Offline)

hcloud DBSS
ListAuditOperate-
Logs

Querying User
Operation Logs

Go debug

Querying the
Audit Scope Policy
List (To Be
Brought Offline)

hcloud DBSS
ListAuditRuleScop
es

Querying the Policy
List of an Audit Scope

Go debug

Querying SQL
Injection Rules (To
Be Brought
Offline)

hcloud DBSS
ListSqlInjection-
Rules

Querying SQL
Injection Rule Policies

Go debug

Querying Risk
Rule Policies (To
Be Brought
Offline)

hcloud DBSS
ListAuditRuleRisks

Querying a Risk Rule
Policy

Go debug

Querying a Risk
Rule Policy (To Be
Brought Offline)

hcloud DBSS
ShowAuditRuleRis
k

Querying a Specified
Risk Rule Policy

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowAuditQuota
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListEcsSpecification
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAvailabilityZoneInfos
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditInstanceJobs
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditDatabases
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditOperateLogs
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditRuleScopes
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListSqlInjectionRules
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditRuleRisks
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ShowAuditRuleRisk


API Name Command Description Operation

Querying Privacy
Data
Desensitization
Rules (To Be
Brought Offline)

hcloud DBSS
ListAuditSensitive-
Masks

Querying a Privacy
Data Masking Rule

Go debug

Creating an Audit
Instance in Yearly/
Monthly Billing
Mode (To Be
Brought Offline)

hcloud DBSS
CreateInstances-
PeriodOrder

Creating an Audit
Instance in Yearly/
Monthly Billing Mode

Go debug

Modifying an
Instance Security
Group (To Be
Brought Offline)

hcloud DBSS
UpdateAuditSecur
ityGroup

This API is used to
change the security
group of an instance.

Go debug

Adding an RDS
Database (To Be
Brought Offline)

hcloud DBSS
AddRdsNoAgentD
atabase

Add an RDS database.
V1 is no longer
maintained and will
be brought offline.

Go debug

Enabling or
Disabling the
Agent (To Be
Brought Offline)

hcloud DBSS
SwitchAgent

This API is used to
enable or disable the
agent audit function.
An enabled agent
collects user access
information.

Go debug

Adding a Self-
Built Database
(To Be Brought
Offline)

hcloud DBSS
AddAuditDatabas
e

This API is used to
add a self-built
database.

Go debug

Adding an RDS
Database (To Be
Brought Offline)

hcloud DBSS
AddRdsDatabase

Adding an RDS
Database

Go debug

Deleting a
Database (To Be
Brought Offline)

hcloud DBSS
DeleteAuditData-
base

Deleting a Database Go debug

Enabling and
Disabling the
Database (To Be
Brought Offline)

hcloud DBSS
SwitchAuditData-
base

Enabling or Disabling
Database

Go debug

Deleting a
Database Agent
(To Be Brought
Offline)

hcloud DBSS
DeleteAuditAgent

Deleting a Database
Agent

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditSensitiveMasks
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=CreateInstancesPeriodOrder
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditSecurityGroup
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddRdsNoAgentDatabase
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SwitchAgent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddAuditDatabase
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddRdsDatabase
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditDatabase
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SwitchAuditDatabase
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditAgent


API Name Command Description Operation

Downloading the
Audit Agent (to
Be Brought
Offline)

hcloud DBSS
DownloadAuditAg
ent

Downloading the
Audit Agent

Go debug

Enabling an Audit
Instance [To Be
Brought Offline]

hcloud DBSS
StartAuditInstance

This API is used to
enable an audit
instance.

Go debug

Disabling Audit
Instances (To Be
Brought Offline)

hcloud DBSS
StopAuditInstance

This API is used to
disable an audit
instance.

Go debug

Restarting an
Audit Instance (To
Be Brought
Offline)

hcloud DBSS
RebootAuditInsta
nce

This API is used to
restart an audit
instance.

Go debug

Updating Audit
Instance
Information (To
Be Brought
Offline)

hcloud DBSS
UpdateAuditInsta
nce

Updating Audit
Instance Information

Go debug

Querying Audit
Alarm
Information (To
Be Brought
Offline)

hcloud DBSS
ListAuditAlarmLog

Querying Audit Alarm
Information

Go debug

Querying Audit
SQL Statements
(To Be Brought
Offline)

hcloud DBSS
ListAuditSqls

This API is used to
query audit SQL
statements.

Go debug

Querying the
Database Agent
List (To Be
Brought Offline)

hcloud DBSS
ListAuditAgent

Querying the
Database Agent List

Go debug

Adding an Audit
Database Agent
(to Be Brought
Offline)

hcloud DBSS
AddAuditAgent

Adding an Audit
Database Agent

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DownloadAuditAgent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StartAuditInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=StopAuditInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=RebootAuditInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UpdateAuditInstance
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditAlarmLog
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditSqls
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditAgent
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddAuditAgent


Auditing a Database
API Name Command Description Operation

Adding a Self-
Built Database

hcloud DBSS
AddAuditDatabas
eNew

Adding a Self-Built
Database

Go debug

Querying
databases

hcloud DBSS
ListAuditDataba-
sesNew

Querying databases Go debug

Adding an RDS
Database

hcloud DBSS
AddRdsDatabase
New

Adding an RDS
Database

Go debug

Querying the RDS
Database List

hcloud DBSS
ListRdsDatabases

Querying the RDS
Database List

Go debug

Deleting a
Database

hcloud DBSS
DeleteAuditData-
baseNew

Deleting a Database Go debug

Export audit
database
configuration to
OBS

hcloud DBSS
UploadAuditDbCo
nfig

Export audit database
configuration to OBS

Go debug

Uploading or
Updating the
Database Private
Key

hcloud DBSS
AddDatabaseSslK
ey

This API is used to
upload or update the
database private key.

Go debug

Enabling or
Disabling
Database

hcloud DBSS
SwitchAuditData-
baseNew

Enabling or Disabling
Database

Go debug
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https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddAuditDatabaseNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListAuditDatabasesNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddRdsDatabaseNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=ListRdsDatabases
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=DeleteAuditDatabaseNew
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=UploadAuditDbConfig
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=AddDatabaseSslKey
https://console-intl.huaweicloud.com/apiexplorer/#/openapi/DBSS/cli?api=SwitchAuditDatabaseNew
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